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CODE OF CONDUCT

Ethics take centre stage in rapid Al development

8y ARINA MUSTHAFA

he growing integration of artificial intel-
ligence (AI), particularly in scaling smart
devices, is sparking concerns about the
ethical and safety standards practised by
businesses that employ AL

While AT systems are already deployed
across many domains of daily life, including
employment, transport, education, health
and even the justice system, there is a gap
that needs to be filled in terms of regulatory
policies to ensure safe development of AT
and for the transformative opportunities
of AT to be used in an inclusive manner.

Digital Edge spoke with businesses across
multiple industries that have already
adopted Al-related frameworks that ensure
their customers and users’ privacy and
safety are protected.

REDUCING NON-VALUE-ADDED
ACTIVITIES

Jabil, a global manufacturing solutions
provider, adopted AI in ways that allow it
to capture the benefits that the technology
brings across the enterprise.

Its senior director of IT Vivian Sun says
Jabil uses mature Al technologies to drive
cost reduction, process optimisation and
improve quality, focusing on developing
reusable AT models instead of point solutions.

“We use AT computer vision to replace
previous manual inspection work so our oper-
ators can spend time performing value-added
tasks in other areas of the production line.In
addition, we have rolled out AI capabilities
in detecting personal protective equipment
(PPE) use and personal safety attire, such as
gloves, helmet and glasses, and non-compli-
ance cases are quickly flagged, so we always
ensure worker safety in our facilities.

“Reducing non-value-added activities
orwaste has always been a goal at Jabil; by
using AT, we are expediting the journey.AI
is used throughout the product life cycle,
from product design to mass production.
With integrated and connected datasets,
we understand more comprehensivelywhat
works and what does not. So, we can build
more efficient solutions to improve our
productivity and production methods.

“We have applied AI use cases where
we can precisely determine how many
chemical composites we use to get to the
optimal colour for the product.So,we make
sure chemical use is kept at a minimum
during production while meeting quality
and throughput goals,” says Sun.

Jabil's use of Al is governed by its data
and AT policy,which applies to employees,
customers and external partners inter-
acting with or handling data and AI
technologies on Jabil's behalf. The policy
provides specific guardrails on how to
handle sensitive information and covers
areas such as data privacy protection
and governance.

“In partnershipwith the operations team,
businesses and cybersecurity solutions,
specific data classification rules and guide-
lines have been established, where Jabil's
Data and Al council — which consists of
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representatives from all functions, including
legal and compliance — helps ensure our
data and AI-based solutions are responsible
and ethical,” says Sun.

ANONYMISING DATA

In general, the telecommunications industry
deals with an incredible amount of data,
from network performance monitoring,
customer services, fraud detection and
cybersecurity to routing one’s YouTube
content through the least congested links
every time one clicks on a content of interest.

For solutions providers such as Telekom
Malaysia, Al and machine learning have
allowed telcos to carry out a multitude of
tasks at an accelerated pace with a high
level of efficiency.This in turn reduces cost
to serve and improves customer experience.

Telekom Malaysia Research and
Development (TM R&D) CEO Dr Sharlene
Thiagarajah says telcos use AT to predict
equipment failures, assist with capacity
planning and improve quality of service.

“Instead of reacting to issues after it
occurs, our internally built AT monitors the
network health and is able to predict the
failure at the customers' network, the loca-
tion of the fault and its estimated impact.

“With this knowledge, coupled with a
scheduling and planning system, engi-
neers can match the issue with the correct
network team based on their availability,
workload and issue severity. This can help
telcos significantly increase customer
satisfaction.”

Over the years, TM R&D has developed
competencies in big data and analytics,
enabling them to reach a stage where products
can be built with predictive analytics for use.
Al machine learning and generative AT have
since become an intrinsic part of TM R&D's
product design and development language.

“Beyond predicting models, TM R&D also
uses Al to analyse network data, customer
feedback and preferences,identify patterns
and generate insights that can inform
product design decisions. It can also be
used to automate repetitive tasks such as
network monitoring and complaint ticket
creation,” says Sharlene.

For TM R&D, private and confidential
information is not part of the AI training
data sources, even when its AI systems
often process large amounts of data,
including personal and sensitive infor-
mation, she continues.

"Keeping private and confidential data
openwould attract data-scraping bots,which
could then become part of the open large
language models. This is entirely avoided
by storing data in a private cloud accessible
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Similar to a desktop or laptop
multiscreen experience, the
15in Boundless View screen
matched with the Global
Taskbar, which allows a
multiscreen display, takes the
Find N3's productivity potential
to new heights, allowing more
tasks to be done

The Find N3 offers instant access to features needed and unleashes PC-level

productivity in the palm of one's hand

internally and subject to various audit
controls,” Sharlene explains.

To deal with the private information, TM
RE&D implements Privacy by Design prin-
ciples that anticipate and prevent privacy
invasive events before they occur, which
includes anonymising data, minimising
data collection and applying data protec-
tion measures, throughout the development
and deployment of AI systems.

“The AI systems adopted by TM R&D
are trained to interact only with data that
is relevant to the specific task they are
designed to perform to prevent the AI from
generating responses that are outside of its
area of expertise or that could be harmful
or offensive,” Sharlene says.

“The AT systems are also designed with
information guardrails in place to prevent
the AT from generating responses that are
inconsistent with TM R&D's values or that
could be harmful or offensive. In addition,
the AT systems use only secured websites and
documents as inputs to prevent the AI from
being poisoned by malicious actors who may
try to insert malicious scripts into the data.”

In addition to these measures, TM R&D
has a team of in-house subject matter
experts who are responsible for monitoring
the Al systems and ensuring that they are

performing as expected. If any harmful
or offensive responses are detected, the
Al systems can be updated or disabled to
prevent the problem from recurring.

FOUNDATION OF FUTURE TECH
AT, especially generative Al such as ChatGPT,
has gained prominence recently, making it
an accessible tool to be used by the masses,
though itwas once considered a far-future
technology, used only by those living in a
high-tech, utopian society.

That is not the case now, as Al-embedded
apps,widgets and software are available at
one's convenience.

Blade Liu, associate vice-president and
president of AT and Data Engineering System
at Oppo, tells Digital Edge that, as a smart-
phone manufacturer, Oppo recognised this
trend early on.

“In China, Oppo has been using its
self-developed intelligent assistant, Xiaobu
(Breeno).Currently, Oppo's self-trained large
language model AndesGPT, is integrated into
Breeno to provide users with personalised
Al experiences,and in the future, it will be
further deployed in ColorOS and various
other scenarios, making devices smarter
and more useful,” he says.

“Oppo’s Al combines cloud and
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device-side technologies to create a user-spe-
cific content library, offering intelligent
services in relevant contexts. For example,
Oppo's Al learns and adapts to users” habits,
delivering tailored services to meet indi-
vidual needs based on the device being used.”

How do Oppo Al features learn about
its users?

“There are three ways that our AI
features collect data that can assist our
users,” says Liu. “It is primarily done
through users’ daily interactions with
large language models and their author-
isation of personal information to Oppo,
via personalised Q&A and services. We also
brought in collaborations with leading
industry platforms to enhance professional
knowledge and provide real information
and services efficiently.

“It isimportant to empower the super AT
assistant to recoghise complex user intents,
and intelligently handle various scenarios
in work, life and creativity, especially in
supporting creative content creation.”

AndesGPT, the underlying technology
for Oppo’s intelligent assistant,Breeno,
demonstrates excellent overall perfor-
mance in the SuperCLUE benchmark,
ranking among the top Chinese closed-
source models. It excels in professional
capabilities and knowledge domains,
including knowledge and encyclopaedia
and computation,with a particular focus
on conversational abilities.

Users might ask their AI chatbot assis-
tants about things they want to keep
private.In such cases,says Liu, Oppo places
a strong emphasis on user privacy and
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D The Al systems adopted by
TM R&D are trained to interact
only with data that is relevant
to the specific task they are
designed to perform.”

Sharlene, TMR&D

has established dedicated organisations to
ensure business compliance.

“To protect user privacy with Breeno
and AndesGPT, Oppo takes the nextstep in
training data for large models, where that
data undergoes strict anonymisation and
review to exclude any user-related private
data,” he says.

“In addition, the built-in privacy feature
is enhanced with explicit user authorisation.
For highly sensitive data, however,on-device
processing is prioritised to avoid uploading
to the cloud. The advantage of on-device
processing is a significant reduction in privacy
risks while enhancing personalisation.”

In the early days of AI chatbot emer-
gence, these smart assistants might suggest
something unsafe and harmful, based on
the prompt and question given to them.

To address that harmful situation, Liu
says, Oppo employs multiple safety meas-
ures, including accurate safety classification
during pre-training data filtering,100,000-
level substantial set of safety command
fine-tuning, alignment with human values
through reinforcement learning, and real-
time sensitive word and semantic checks
to ensure AT responses are safe and do not
pose risks to individuals or groups.

“In the end, Oppo’s approach centres
around meeting user needs, emphasising
that every product and service deployed must
be useful AT, machine learning,and generative
Al are considered tools to enhance user expe-
rience,with the primary focus on addressing
the question of whether users need these
technologies and whether they can improve
the overall user experience,” he explains. B
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Al puts the ‘smart’
in smartphones

ARTIFICIAL intelligence (Al) has become the driving
force behind the evolution of smartphones, turning them
into intelligent companions that anticipate our needs. This
transformativ e technology is at the heart of Oppo's latest
innovation, the Find N3 foldable smartphone.

Al is fundamentally altering the way we capture moments.
Through Al algorithms, the Find N3 achieves unparalleled
levels of photography sophistication. Scene recognition
and image enhancement redefine photography, enabling
you to capture every detail. This goes beyond the standard
smartphone snapshots, delivering true-to-life HDR images,
thanks to precise pixel-level adjustments.

Al also reinforces
security and privacy,
both paramount in
today's digital age.
Al technologies like
biometric access,
automated data
encoding and dedicated
security chips are
setting new standards.
These features in
the Oppo Find N3
empower users to
secure their personal
information and ensure
private, uninterrupted
conversations even in
public spaces.

One breakthrough
feature that Al has
brought to smartphones
is automatic encoding.
With the updated
ColorOS 13.2, the
Find N3 provides
robust protection
for sensitive data,
including chat logs and
personal identification.
Users can seamlessly
share images while
safeguarding personal
information, prioritising
privacy in an era of
information sharing.

Al has emerged as the cornerstone of smartphone
innovation, enabling devices to redefine our experiences.
In a world driven by Al, the Find N3 is a testament to the
possibilities. It subtly integrates these Al advancements, making
it more than just a device; it's a teol that understands your
needs, secures your data and enhances your mobile photography
experience. The future of smartphones is a thrilling journey
and Al is the silent force that is making smartphones truly
smart. As consumers, we should embrace this evolution and
look forward to the endless possibilities it brings.

To learn more about the Oppo Find N3, visit
oppo.com/my/smartphones/series-find-n/find-n3.



